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ReadyGlobal™ Delivers “Significant Business Disruption”
Table-top Exercise to Global Investment Firm

Industry

Finance - Investments

Products and Services

ReadySuite™ Services and Solutions:

— Hybrid Business Continuity Plans for Micro
and Small Decentralized Businesses

— Regulatory Compliance Reviews

— Risk and Hazard Vulnerability Assessments

— Business Impact Analyses

— Business Continuity and Crisis Response Plans

— Cyber Security

— Training and Exercises

— Supply Chain Resilience

— Crisis Management

— After Action Reporting

Why ReadyGlobal

Provides a complete suite of customizable
resiliency solutions to help businesses respond to
and recover from operational and financial
interruptions.

Expertise spans business continuity, emergency
management, cybersecurity, and mass
communications, and disaster recovery.
Integration with key partners reduces risk,
protects assets, and lowers costs.

Objective

Deliver a comprehensive, in-person table-top exercise designed to validate plans and
procedures, operational coordination, cyberattack protections, continuity facility
readiness, and crisis communications in response to a significant business
disruption.

Situation

A global investment firm specializing in early and late stage ventures and managing
over $50 billion USD capital recognized the operational and financial loss prevention
benefits associated with maintaining Business Continuity and Incident Response
plans. Company leadership understood the risk of operating with untested and
potentially incomplete plans, particularly with regard to cyber threats. The company
engaged with ReadyGlobal™ to develop an in-person table-top exercise to validate the
effectiveness of those plans and to identify gaps requiring corrective action. The
exercise resulted in several “Strengths” and “Areas for Improvement,” each with
subordinate observations and recommendations for the company’s consideration.

Solution

ReadyGlobal's exercise experts reviewed the company’s policies and plans against
high probability, high consequence threats that could adversely affect their business.
ReadyGlobal™ conferred with the client’s Project Team, assessed potential impacts
to critical functions, and produced a scenario involving a ransomware attack
followed by a regional power loss and civil unrest. ReadyGlobal™ developed,
delivered, and evaluated the 2-hour table-top exercise at the company’s US
headquarters, and provided the company’s executive team with after action
recommendations shortly thereafter.

- - “The cyberattack table-top exercise was a beneficial training activity for our Crisis Management Team, provided
Test| mon |a| an opportunity for ReadyGlobal™ to perform a gap analysis on our existing plans and procedures, and was

instrumental in identifying improvements that will further our ability to respond to a major disruption.”

—Executive Project Team Leader
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